ATTORNEY GENERAL BILL SCHUETTE
| STOP SCAMMERS

Criminals use fake emails, phone calls
and other messages to trick you into
providing personal information or
payment.

Don'’t fall victim to these scams!

FAMILY EMERGENCY SCAMS
Criminals pose as your grandchild in
trouble in another city or country and
say they need money immediately.

o Ask a question only your grandchild would
| know how to answer.

° Contact your son or daughter immediately
" to confirm the location of your grandchild.

|
|
IMPOSTER SCAMS

Criminals pose as government
agencies or businesses. They often
fake the email address or the number
appearing on caller ID to seem
legitimate.

0 Do not provide any personal information.

End the contact! If you are concerned the
contact may be real, call the company or
government agency using a phone number
you know is legitimate.

OTHER SCAMS TO AVOID

o URGENT/SECRET - Is there pressure to act
immediately or keep the contact secret?

0 BELIEVABLE - A problem with your account,
your computer, government benefits, or
related to something in the news?

0 EMOTIONS - Is the contact designed to
frighten you into action?

MONEY OR PERSONAL INFORMATION - Are
they asking for a wire transfer, prepaid
credit card, or any personal information?

877.765.8388
Www.mi.gov/ce
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